
www.ierjournal.org                    International Engineering Research Journal (IERJ) Volume 2 Issue 3 Page 1555-1558, 2016, ISSN 2395-1621 

 
© 2015, IERJ All Rights Reserved  
 

Page 1 

 

 
 

 

  ISSN 2395-1621 

 

 

Anti-Phishing Framework For Bank 

Using Virtual Cryptography 
 

#1
Mr. Ashish Bajirao Solankar,

#2
Mr. Kunal Tangade, 

#3
Ms. Mangal Salunkhe,  

#4
Ms. Nidhi Shah 

 
1ashish.solankar@gmail.com 

2thewarlock07@gmail.com 
3mangalcsalunke@gmail.com 

4nidhi.shah51@gmail.com 

          
#1234TSSM’s BSCOER, Narhe, Pune,Maharashtra, Pune, India. 

 

 

 

 

 

ABSTRACT 

 

ARTICLE INFO 

Phishing exploits the way people associate with PCs or decipher messages; furthermore 

that numerous online verification conventions put a disproportional weight on human 

capacities. A security function is an augmentation of the idea of system security 

convention and incorporates client interface and human-convention collaboration. It is 

one method for developing the scope of current strategies for social, specialized and 

relevant investigation of security conventions to incorporate people. Proposing Human 

Components in Hostile to Phishing Confirmation Functions (APAC) Structure for 

researching phishing assaults in verification services, which expands on the Human-on 

the up and up Security System of correspondence preparing. Additionally 

demonstrating to apply the APAC system to model human-convention conduct. The 

subsequent Model for Dissecting APAC corresponds the system parts and looks at how 

the confirmation errands required to be performed by people impact their basic 

leadership and thus their phishing recognition. 

 

Keywords — Hostile to phishing, discovery, phishing, Cryptography, encryption, 

unscrambling. 
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I. INTRODUCTION 

 

Against Phishing System In light of Visual Cryptography, 

this proposed method gives more security as an arbitrary 

picture is decided for a specific session and both the 

encryption and unscrambling is finished with the one of a 

kind key that is produced at the season of client enrollment. 

An Upgraded Hostile to Phishing System Taking into 

account Visual Cryptography" we can without much of a 

stretch distinguish the phishing sites. Our proposed 

procedure gives more security as an irregular picture is 
decided for a specific session and both the encryption and 

decoding is finished with the exceptional key that is 

produced at the season of client enlistment. Since the 

created shares are substantial for a specific session and are 

not put away on either side i.e. server or client there is no 

way of the offer getting stolen by some other client. 

Highlight of this paper is Find New Example From Huge 

system information. The finish of paper is strategy confirms 

whether the site is a authentic/secure site or a phishing Site. 

It accepts picture Captcha and guarantee that the site also as  

 

 

 

the client is allowed one or not. In this way, utilizing picture 

Captcha system, no machine based client can break the 

secret key or other classified data of the clients. 

 

Online exchanges are these days turn out to be 

extremely basic and there are different assaults present 

behind this. In these sorts of different assaults, phishing is 

distinguished as a noteworthy security danger and new 
imaginative thoughts are emerging with this in every second 

so preventive system ought to likewise be so successful. 

Therefore the security in these cases be high and ought not 

to be effectively tractable with usage effectiveness. Today, 

most applications are just as secure as their hidden 

framework. Since the configuration and innovation of 

middleware has enhanced relentlessly, their discovery is a 

troublesome issue. 
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Identification of Need 

One of the primary goals of phishing is to illegally carry out 

fraudulent financial transactions on behalf of users using a 

forged email that contains a URL pointing to a fake web site 

masquerading as an online bank or a government entity. A 

phishes may lure a victim into giving his/her Social Security 

Number, full name, &amp; address, which can then be used 

to apply for a credit card on the victim’s behalf. Attacker 

uses replica of original website as a bait that is send to the 

user. When user grabs the bait by filling and submitting his 

useful information attacker pulls the bait means saves the 

data for its own use illegally. 
 

 

1.1 Present System in Use 

The Image Attribution check does a comparison of images 

of visiting site and the sites already registered with phish 

bouncer. The HTML Crosslink check looks at responses 

from nonregistered sites and counts the number of links the 

page has to any of the registered sites A high number of 

cross-links is indicative of a phishing site. In false info 

feeder check ,false information is input and if that 

information is accepted by site then it is probable that link is 
phished one. The Certificate Suspicious check validates site 

certificates presented during SSL handshake and extends the 

typical usage by looking for Certification Authority (CA) 

consistency over time.URL suspicious check uses 

characteristics of the URL to identify phishing sites. 

1.2 Flaws in Current System 

As multiple checks perform to authenticate site this could 

result in slow response time. Single rule for phishing 

detection like in case of URL is far from enough, so we 

need multiple rule set for only one type of url based 

phishing detection. Likewise for other parameter we need to 

write other rule this leads to more complex algorithm. 

1.3. Recent Use of this Technology 

 

 

 Gold Phish tool implements this technique and uses Google 

as its search engine This mechanism gives higher rank to 

well-established web sites. It has been observed that 

phishing web pages are active only for short period of time 

and therefore will acquire low rank during internet search 

and this becomes basis for content based anti-phishing 

approach.     

 

II. LITRATURE REVIEW 

 

A variety of research has been conducted in relation to fear 

appeals and their persuasive property. A driving theory 

behind fear appeals is the Protection Motivation Theory. 

The premise of protection motivation theory focuses on 

fear-arousing communications and how they influence 

behaviour and intentions. When faced with a security threat, 

users will take some sort of action to protect themselves. 

The more severe the threat, the more likely the individual 

will take the recommended action. Protection motivation 

theory can help us figure out how attitudes and behaviours 

change when threats are evident. Fear communications work 

best when there is an accompanying suggestion of how to 

cope with the threat. However, in the case of a phishing 

email, the user might be unaware that the actions that they 

are taking are actually harmful. 

According to, protection motivation theory posits 
that there are four beliefs as a motivation to the prevention 

of danger: ―1) the threat is severe, 2) one is personally 

vulnerable to the threat, 3) one has the ability to perform the 

coping response, and 4) the coping response is effective in 

averting the threat‖. If protection motivation is put into 

place (the victim can prevent his/her account from being 

turned off), the victim will have an attitude change that will 

lead to an intention to adopt the recommended response 

(provide requested sensitive information). Moderate and 

intense amounts of fear can influence and encourage safe 

behaviour. In this case, the user is attempting to alleviate the 

threat by performing the coping response.   

 

 

III. PROPOSE SYSTEM DESIGN 

 

System Architecture 

 

 

 
 

Figure: Proposed System Architecture 

 

ALGORITHEM 

LSB – Least Significant Bit Hiding (Image Hiding):  

 This method is probably the easiest way of hiding 

information in an image and yet it is surprisingly effective. 

It works by using the least significant bits of each pixel in 

one image to hide the most significant bits of another. So in 
a JPEG image for example, the following steps would need 

to be taken  

1. First load up both the host image and the image you need 

to hide. 

2. Next chose the number of bits you wish to hide the secret 

image in. The more bits used in the host image, the more it 

deteriorates. Increasing the number of bits used though 

obviously has a beneficial reaction on the secret image 

increasing its clarity.  

3. Now you have to create a new image by combining the 

pixels from both images. If you decide for example, to use 4 
bits to hide the secret image, there will be four bits left for 

the host image. (PGM - one byte per pixel, JPEG - one byte 

each for red, green, blue and one byte for alpha channel in 

some image types) 
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 Host Pixel: 10110001  

Secret Pixel: 00111111  

New Image Pixel: 10110011  

4. To get the original image back you just need to know how 

many bits were used to store the secret image. You then 

scan through the host image, pick out the least significant 
bits according the number used and then use them to create 

a new image with one change - the bits extracted now 

become the most significant bits. 

 Host Pixel: 10110011  

Bits used: 4  

New Image: 00110000  

Hiding depends on the settings you choose - but as an 

example if we hide in the 2 least significant bits then, we 

can hide: 

 MaxBytes = (image.height() * image.width() * 3 * 2) /8  

i.e. the number of pixels, times the number of colours (3), 

times the number of bits to hide in, all divided by 8 to get 
the number of bytes. It helps to hide a bit less than this 

because the algorithms may take a while to find places that 

haven't had anything hidden in it when we are close to the 

threshold. 

System Design 

 

 
Fig 2:Home page 

                   

 
 

Fig1: Registration 

 

 

 

 
Fig2: Login Page 

 

 
 
    Fig3: Result 

 

IV. CONCLUSION REMARK 

To achieve efficient rule and discover the present various 

kinds of attack. As compare to algorithm reduces time of 
execution. Phishing attacks are well known attacks as they 

can obtain sensitive information from online users. 

Attackers use such information for monetary benefits. It is 

nothing but visual cryptography in which image captcha is 

used to prevent identity theft. When a new user is registered 

a captcha is associated with the user profile. The captcha 

image is converted into two shares which are to be kept 

secret. Only the original user can provide the shares. When 

both the shares are provided by the user, then only the 

authentication process gets completed. 

 

ACKNOWLEDGMENTS 

 

We would like to thank Prof. N.B.Pokale, Faculty at 

TSSM’s Bhivarabai Sawant College of Engineering & 

Research, Pune, INDIA, for donating his valuable time and 

the use of his excellent knowledge. His tremendous support, 
technical suggestions and ideas were of great value in 

allowing us to complete the prototype application. 

 

 

REFERENCES 

 

1)  K. Ranke, C. Boyd, J. Nieto, M. Manlius, and D. 

Stabile, ―Formalising human recognition: a 

fundamental building block for security proofs,‖ in 

Australasian Information Security Conference(ACSW-

AISC 2014), Auckland, New Zealand, January 2014. 
 

2)  E. Hedonic-Webster, F. Mtenzi, and B. O’Shea, 

―Poster: Towards a model for analysing anti-phishing 



www.ierjournal.org                    International Engineering Research Journal (IERJ) Volume 2 Issue 3 Page 1555-1558, 2016, ISSN 2395-1621 

 
© 2015, IERJ All Rights Reserved  
 

Page 4 

 

authentication ceremonies,‖ in Sym- posium on Usable 

Privacy and Security(SOUPS), Newcastle, UK, July 

2013  

 

3)  C.  T.  Inc.,  ―Confident  image shield,‖  2013, access 

Date: 4 April 2013 
 

4)  K. Radke, C. Boyd, J. Nieto, and M. Brereton, 

―Towards a secure human-and-computer mutual 

authentication protocol,‖ in Australasian Information 

Security Conference (AISC) 2012, RMIT University, 

Mel- bourne, Australia, 30 Jan - 3 Feb 2012. 

 

5)  G. Bella and L. Coles-Kemp, ―Seeing the full picture: 

the case for extending security ceremony analysis,‖ in 

9th Australian Information Security Management 

Conference, Edith Cowan University, Perth Western 

Australia, December 2011. 
 

6) Q. Feng, K.-K. Tseng, J.-S. Pan, P. Cheng, and C. 

Chen, ―New antiphishing method with two types of 

passwords in OpenID system,‖ in ICGEC. IEEE, 2011, 

pp. 69–72. 

 

7) ] Q. Ren, Y. Mu, and W. Susilo, ―SEFAP: An email 

system for antiphishing,‖ in 6th IEEE/ACIS 

International Conference on Computer and Information 

Science. IEEE, 2007, pp. 782–787. 

 


